NEAATOrAM O6 MHOOPMALIMOHHOMN BE3OMNMACHOCTM

Korga peyb 3axoant 06 MHMOpMaUNOHHOM 6e30MacHOCTU, OObIYHO Mbl HAYUMHAEM
AyMaTb O KOMMblOTepax, CeTaX, MHTepHeTe K xakepax. Ho ansa obpasoBatenbHoOW cpeabl
npob6semMa CTOUT WKMpe: B OrpaxaeHnn yyawlerocs ot MHdopMaumm, Kotopast MOXeT
HEeraTMBHO MOBJIMATb Ha ero GOpMMPOBAHMNE N Pa3BUTUE, TO ECTb O MponaraHae
pas3fIM4yHOM HanpaBfEHHOCTMN.

MoHaTMe nHpopMmauMoHHOW 6e30nacHOCTHN

Moa nHdbopMauUMOHHOM 6e30NacHOCTbD MOHMMAETCA 3aLUULLEHHOCTb MH(POPMaLIMOHHOWN
CUCTEMbI OT C/IY4aMHOro Unan npegHaMepeHHOro BMeLWaTeNnbCTBa, HaHOCSLEro yuiepb
BNnajaenbuaM Uauv rnonb3oBaTtensiMm MHdopmMaumn.

Ha npakTuke BaKHENLWIMMUN ABASIOTCS TPU acnekTa MHPOPMaLUMOHHON 6e30NacHOCTU:
e [OCTYMHOCTb (BO3MOXHOCTb 3@ pa3yMHOE BpeMs nonydnTb Tpebyemyto
WHQOPMaLMOHHYIO YCIYTY);
e LENOCTHOCTb (@aKTyasbHOCTb M HEMNPOTMBOPEUYMBOCTb MHMOPMaLMn, ee
3alMLWEHHOCTb OT pa3pyLleHNs N HECAHKLMOHNPOBAHHOIO U3MEHEHNS);
e KOH(MMAEHUMANbHOCTbL (3aWwmTa OT HECAHKLMOHNUPOBAHHOIO NPOYTEHNS).

HapylweHuns AoCTynHOCTH, LeNOCTHOCTN N KOHDUAEHUNANBHOCTU MHbOPMaUMn MoryT
6bITb Bbl3BaHbl Pa3/IMYHbIMU OMNACHBLIMU BO3AENCTBUSAMWU Ha MH(OPMALMOHHbIE
KOMMbIOTEPHbIE CUCTEMbI.

OCHOBHbIe yrpo3bl MH(pOpMaLMOHHOW 6e30MacHOCTHU

CoBpeMeHHasi HpopMaLMOHHas cncTtemMa npeacrasnseTr cobor CNOXHY CUCTEMY,
COoCTOALWYO M3 60NbLWOro YMcsia KOMMNOHEHTOB Pas3/IMYHOM CTENEHN aBTOHOMHOCTH,
KOTOpble CBS3aHbl Mexay cobon n obMeHmnBaoTCa AaHHbIMU. [MpakTUYecKn Kax bl
KOMMOHEHT MOXET NOABEPrHYTbCA BHELWIHEMY BO34AENCTBUIO MW BbIMTU U3 CTPOS.
KOMNOHEeHTbl aBTOMATU3UPOBAHHON MHMOPMALMOHHON CUCTEMbI MOXHO pa3buTb Ha
cnepyrowme rpynnbi:

AnnapartHbie cpeAgcTBa. DTO KOMMbIOTEPbI M MX COCTaBHble YacTu (Nnpoueccopsl,
MOHUTOPbI, TEPMUHANbI, NepudepuinHble YCTPONCTBA — NPUHTEPBI, KOHTPOIEPHI,
kabenu, NMHWUKU CBSA3N N T.4.);

MporpammMHoe obecneyeHmne. 3T0 NpUOBPETEHHbIE NPOrpaMMbl, UCXOAHbIE,
06bEKTHbIE, 3arpy304Hble MOAYIM; ONepPaLMOHHbIE CUCTEMbI U CUCTEMHbIE NPOrpaMMbl
(KOMMUNATOPbI, KOMMNOHOBLUMKK U Ap.), YTUINTbI, AMAarHOCTUUYECKUE NPOrpamMmmbl U T.A4.;

AaHHble, XpaHUMble BPEMEHHO U MOCTOSIHHO, Ha AMCKaX, dN3LlKax, NeyaTHble,
apXMBbl, CUCTEMHbIE XYpHasbl U T.4.;

IMepcoHan. MNonb3oBaTenn, CUCTEMHbIE alMUHUCTPATOPbI, MPOrPaMMUCTLI 1 Ap.

OnacHble BO3AENCTBUSA Ha KOMMbIOTEPHYO MHDOPMALIMOHHYIO CUCTEMY MOXHO
noapasaenuTb Ha Cny4aiHble U NpeaHaMepeHHblie. AHaNM3 onbiTa NPOEKTUPOBAHUS,
N3roTOBJIEHMNS W 3KCMlyaTaumm MHMOOPMALMOHHbBIX CUCTEM MOKA3bIBAET, UYTO
MHpopMaUmMsa NOABEPraeTcs pas/IMYHbIM C/lydaliHbiM BO3AENCTBUSAM Ha BCEX 3Tanax
LMKMa XXU3HU cuUcTeMbI. MNMpruuynHamMmm cnydyarHbiX BO3AENCTBUIA NpU 3KCRlyaTauum MoryT
6bITb:

e aBapuWMHble CUTYaLMKN N3-3a CTUXUNHBIX 6€ACTBUNA U OTKIOUEHUN

3/1EKTPONUTAHUS;

e OTKa3sbl U cbou annapaTypsbl;

e 0oWKMBKM B NpOrpaMMHOM obecrnedyeHunm;

e o0owKnbkM B paboTe nepcoHana;

e OMEXU B JINHUAX CBA3M U3-3a BO3AENCTBUNA BHELLHEN Cpeabl.



MpeaHaMepeHHble BO3AENCTBUS — 3TO LefieHanpas/ieHHble AENCTBUA HapywmnTens. B
KayecTBe HapyLwunTens MoryT BbICTynaTb CNyXalwmMn, NOCETUTENb, KOHKYPEHT, HAEMHUK.
AencTena Hapywutens MoryT 6biTb 06ycnoBneHbl pa3HbiIMU MOTUBAMMU:

e HeAOBOJIbCTBOM CyXalllero CBOeN Kapbepow;

e B3ATKON;

e 060ONLITCTBOM;

e KOHKYpEHTHOW 6opbbon;

e CTpPEM/IEHMEM CaMOyTBepAMUTLCS /Tt060M LLeHON.

MO>XHO COCTaBUTb M’MMNOTETUYECKYO MOAENb NOTEHUNAIbHOIMO HapYLLIUTENS:
e KBaNMMdMKaLUMA HapYLUUTENS Ha YPOBHE pa3paboTumka AaHHOW CUCTEMbI;
e HapywuTenem MOXeT bbiTb Kak MOCTOPOHHEE SINLO, TaK N 3aKOHHbIN
NoAb30BaTe/lb CUCTEMbI;
e HapyWwMuTEN M3BECTHA MH@OpPMaLMs 0 NpuHUMNax paboTbl CUCTEMBI;
e HapywwuTenb BblbnpaeT Hambonee cnaboe 3BEHO B 3alLUTE.

Haunbonee pacnpocTpaHeHHbIM U MHOFOO6pa3HbIM BUAOM KOMMbIOTEPHbIX HapYLUEHU
ABNSETCS HECAHKLUMOHUPOBAHHbIA AOCTYN. HECAaHKUMOHMPOBAHHbLIA AOCTYM UCMONb3yeT
Ntobyto oWwnbKy B CUCTEME 3aLLUNTbI M BO3MOXEH MPU HepauMoHanbHOM Bblibope cpeacTB
3alMTbl, X HEKOPPEKTHOW YCTAaHOBKE W HaCTpoliKe.

MNpoBeaeM knaccndurkaumno KaHanoB HeCaHKLMOHMPOBAHHOMO AOCTYMNa, NO KOTOPbIM
MOXXHO OCYLLECTBUTb XULLEHMNE, UBSMEHEHME WU YHUYTOXEHME MHDOpMaLnK:

Yepe3 yenoBeka:
e XUUWeEHME HocuTenem nHdopmaunm;
e YyTeHue MHdOopMaUnmM C 3KpaHa UM KnaesmaTypsbl;
e yTeHue nHdbopMaunm n3 pacrneyaTku.

Yepe3 nporpammy:
e repexBaTt Naponen;
e JgewndgposBka 3awmndpoBaHHON MHMOpMaLMK;
e KOMMpOBaHMe MHbOpMaLUNK C HOCUTENS.

Yepes3 annapartypy:
e MOAK/OYEHME crieumanbHO pa3paboTaHHbIX annapaTHbIX CPeacTs,
obecneumBatowmx 4oCTyn K UHpopMaumu;
e rnepexBaT NO6OUYHbIX 3/1IEKTPOMArHUTHBLIX U3/Ty4YEeHUn OT annapaTypbl, TIMHUNA
CBS13U, CETelr anNeKTponuTaHnsa u T.4.

Ocobo cneayer oCTaHOBUTLCS Ha Yrpo3ax, KOTOPbIM MOryT NoABepraTbCs
KoMnbloTepHble ceTn. OCHOBHasi 0COBEHHOCTb /I060N KOMMbIOTEPHOW CETU COCTOUT B
TOM, UYTO ee KOMMOHEHTbI pacnpeaeneHbl B NpocTpaHcTBe. CBA3b MeXAy y3/1aMu CeTU
ocywecTensieTcss GU3NYeCKM C NOMOLLbIO CETEBLIX JIMHUIA M NPOrPaMMHO C MOMOLLbIO
MexaHu3Ma coobuieHnin. MNMpu 3ToM ynpasnsawowme coobeHms n aaHHble,
nepecblslaeMble MeXAy Y3/aMn CETU, NepeaatoTcs B BUAE NaKeToB obMeHa.
KoMMblOTEPHbIE CETU XapaKTePHbl TEM, YTO NPOTUB HUX NMPeaAnpUHUMAtOT TakK
Ha3blBaeMble yAasieHHble aTakn. HapylunuTenb MOXET HaxoAMUTbCs 3a ThiCAYN
KWIOMETPOB OT aTaKyeMoro o6bekTa, Npu 3TOM HanaZeHUIO MOXET NOABEPraThbCs He
TOJ/IbKO KOHKPETHbIN KOMMbIOTEP, HO U MHPOPMaLMS, Nepeaarowascs no CETEBbIM
KaHanaMm CBsA3MWU.

O6ecneueHne nHpoOpMaLMOHHON 6e30NacHOCTH

dopMmpoBaHue pexunuma MHdopMaLMOHHON 6e3onacHOCTU — npobnemMa KOMMAEKCHas.
Mepbl NO ee peLlleHNI0 MOXHO NoApa3AenTb Ha MATb YPOBHEN:

1. 3akoHogaTesIbHbIA . OTO 3adKOHbl, HOPMATUBHbIE aKTbl, CTaHAAPTbl U T.M.

HopMaTuBHO-NpaBoBasa 6a3a onpeaensawLlas NnopsaaoK 3aWmTbl MHDOPMaLMN:



2. MOpaﬂbHO-BTM'-leCKMﬁ. BceB0O3MOXHble HOPMbI NOBeAeHUs, HecobnaeHne
KOTOPbIX BEAET K NageHU0 NpecTmXa KOHKPETHOIro 4yesoBeka Uin uenomn opraHmsauun.

3. AAMMHNCTPATUBHbIA. [encTBMS 0bLLero xapakrepa, npeanpuHUMaeMble
PYKOBOACTBOM OpraHmsaumu. TakMMm AOKYMEHTaMM MOryT 6biThb:
e [MpuMKas pykoBoaMTENS O Ha3HAYEHWM OTBETCTBEHHOrO 3a obecneyeHune
MHPOpMaLMOHHOMN 6€30MNacHOCTH;
e JOMIKHOCTHble 06593aHHOCTM OTBETCTBEHHOro 3a obecneveHune
MHdOpMaUMOHHOM 6€30NacHOCTH;
e epeyeHb 3almilaeMbiX MHHOPMALMOHHbBIX PpeCcypcoB U 6a3 AaHHbIX;
e VHCTPYKUMIO, ONpeaenstolyo nopsaok npeaocraBneHns nHopmaumm
CTOPOHHMM OpraHm3auusiM Nno Mx 3anpocaMm, a TakXe No nNpasBaM AOCTyna K
HEN COTPYAHUKOB OpraHu3auun.

4. ®Onsnyeckmni. MexaHnyeckune, 3N1eKTpo- N NEKTPOHHO-MEXAHMYECKME NMPensaTCTBUS
Ha BO3MOXHbIX NYTAX NPOHUKHOBEHUS MOTEHUMANbHbIX HapYyLUUTENEN.

5. AnnapaTtHo-nporpaMMHbIi (3NeKTPOHHbIE YCTPONCTBA M CneumanbHble NporpamMmMmbl
3aWmTbl UHpOpMaLmn).

MpuHATLIE MepbI NO co3aaHnto 6e3onacHon MHPOPMALUMOHHOM CUCTEMbI B LUKOSE:

e (ObecneyeHa 3awWmTa KOMMbIOTEPOB OT BHELIHMX HECAHKLMOHNPOBAHHbIX
BO34eNCTBMIA (KOMMNbIOTEPHbIE BUPYChI, SIorMdyeckne 60mM6bl, atakm xakepoB u
T.4.)

e YCTaAHOBJ/IEH CTPOrMin KOHTPO/b 3a 3N1IEKTPOHHOM No4yTon, obecneyeH
MOCTOSAHHbIM KOHTPOJb 3@ BXOASILLEN N UCXOoAsILLEeN KOppeCcrnoHAEHLUMEN.

e YCTaHOBJ/IEHbl COOTBETCTBYOLWME NAPONN HA NepcoHanbHbie MK,

e Mcnonb3oBaHbl KOHTEHT-PUABLTPLI, 418 PuabTpaunm CakToB NO MX
COOEPXMMOMY.

EanHaa cOBOKYMHOCTb BCEX 3TUX Mep, HamnpaB/ieHHbIX Ha NPOTMBOAENCTBME Yyrpo3am
6e30MacHOCTM C Lefblo CBEAEHUS K MMHUMYMY BO3MOXHOCTM yulep6a, obpa3sytoT
CUCTEMY 3aLUUTHI.

CneunanucTtbl, MMetoLWMe OTHOLWEHME K CUCTEME 3aLUUTbl AO/KHbI MOSTHOCTbIO
npeacTaBnsaTb cebe NpuHUMNbI ee PYHKUMOHUPOBAHUS U B CNy4Yae BO3HUKHOBEHMUS
3aTpyAHUTENbHbBIX CUTYaUWUIi aAeKBaTHO Ha HMX pearMpoBaTb. 1o 3aWunTon A0KHA
HaxoANTbCA BCA cucTteMa 06paboTkn nHbopmaumu.

Jlvua, 3aHmMatowmecsa obecneyeHneMm MHMOPMaLUNOHHOMK 6€30MacHOCTU, AOIKHbI HECTH
JINYHYIO OTBETCTBEHHOCTb.

HaaexHasa cmctema 3awmuThbl 40/MKHA O6bITb MONHOCTLIO MPOTECTMPOBAHa M CornacoBaHa.
3awmnTa ctaHoBUTCH bonee apdeKTUBHOM U TMOKON, eCNn OHa AOMNYCKAET U3MEHeHue
CBOMX NapaMeTpoB CO CTOPOHbI aAMUHUCTpaTopa.

B 3akntoueHne cBoero Aoknaaa xoTenoch 6bl AaTb HEKOTOPbIE peKoMeHaaumn no
opraHusaumm paboTtbl B MHGOPMALIMOHHOM NMPOCTPAHCTBE, YTO6bI y6epeub cebst 1 CBOUX
6/IM3KUX OT MHTEPHET-MPECTYMNHUKOB.

PekoMeHAaLum no opraH1Msaumm pa6orbl B MHGpOPMaLMOHHOM NMPOCTPaHCTBE

1. Mepea Hayanom paboTbl HEO6XOANMMO YETKO ChopMynMpoBaTb LieSib M BONPOC NoMCKa
nHdopmauymu.

2. XXenatenbHo BblpaboTaTb ONTUMANbHbIN anropuTM NOUCKa MHPOPMaLNK B CETU
NHTepHEeT, YTO 3HaYNTENbHO COKPATUT BPEMS U CUJbl, 3aTPAYE€HHbIE Ha NMOWUCK.

3. 3apaHee yCTaHOBUTb BpeMEeHHbIN NumuT (2-3 vaca) paboTbl B UHHOPMaLMOHHOM
NpoCTpaHCTBe (NPOCMOTP Tenenepeaayun, YteHme, UHTepHeT).



4. Bo BpeMs paboTbl He0o6x0aAMMO AenaTtb NepepbiB Ha 5-10 MUHYT ANS CHATUS
(U3MYECKOro HaMpsIXKEHUSA N 3PUTENIbHON HarpysKu.

5. Heo6xoanMo 3HaTb 3-4 ynpaxKHeHUs ANs CHATUA 3pUTENbHOIO HarnpsiXKXeHUsa n
dbun3nyeckom ycrtanocTu.

6. PaboTaTb B XOpPOLLO NMPOBETPEHHOM MOMELLEHUM, MPU ONTUMANbHOM OCBELLEHUN U B
yaobHomn nose.

7. He cTouT nerkombiciieHHO obpallaTbCsa CO cnaM-nnucbMamMmum M 3axXoanTb Ha
Hebe3onacHble Be6-canTbl. 19 NHTEPHET-NPECTYNHUKOB Bbl CTAHOBUTECH JIErKOMN
nobbiyen.

8. Mpwu perncTpaumm B coumanbHbIX CETSAX, HE YKa3blBalTe CBOW NepCOoHalbHble
flaHHble, HaNnpuMep: aapec Win AeHb POXAEHMS.

9. He ncnonb3yliTe B IOFMHE UIX Napofie NepcoHasibHble AaHHbIE.

10. Bce 370 NO3BONSET UHTEPHET-MPECTYMHMUKAM NOSYyUYUTb AaHHbIE AOCTYNa K
aKKayHTaM 3N1EeKTPOHHOM NOoYThl, @ Takxke MHdMumMpoBaTb AoMawHMe MK ans BkAYEHUS
nx B 60T-ceTb MM ANs NoxuileHmns 6aHKOBCKUX AaHHbIX poanTenen.

11. Co3panTe cobCTBEHHbLIN NpoduUb Ha KOMMNblOTEPe, YTOObl 06be3onacuTb
MHPOPMaLMIO, XPAHSLLYIOCS Ha HEM.

12. He 3abbiBaiTe, 4TO (paKTbl, O KOTOPbIX Bbl y3HaeTe B IHTEpHETE, HY)KHO O4Y€eHb
XOpOLWO NpoBeEpUTb, ecnn BbibyaeTe NCNonb3oBaTh MX B CBOEKM AOMalLHeln paboTe.
Llenecoobpa3sHo CpaBHUTb TPU UCTOYHMKA MHOPMaLMKM, NpeXae YEM peLlmnTb, Kaknum
MCTOYHMKAM MOXHO A0BEPATh.

13. O pocTtoBepHOCTM MHDOPMALNM, MOMELLEHHOW Ha CalTe MOXHO CyAUTb MO CaMOMYy
canTy, y3HaB 06 aBTopax canTa.

14. Pasmewas nupopmMaumto o cebe, cBomx 6IM3KNX N 3HAKOMbIX Ha CTpaHMLUax
couMasnbHbIX CeTEN, CNpocuTe NpeaBapuUTesibHO paspelleHne y Tex, o KoM byaeT aTa
nHpopMaums.

15. He cnepyet pa3Mewiatb Ha cTpaHuuax Beb-cantos ceon doTtorpadum m
doTorpadum cBomnx 6IM3KNX N 3HAKOMbIX, 3@ KOTOPbIE BaM MOTOM MOXET 6bITb CTbIAHO.

16. CobnioganTe npaBuia 3TUKU Npu obLeHnn B MHTepHeTe: rpyboCcTb NPOBOLMPYET
APYrnX Ha Takoe Xe NoBeAeHue.

17. Ncnonb3ysa B cBOel paboTe MaTepman, B3ATbIN U3 MHPOPMALMOHHOIO MCTOYHMKA
(kHUWra, nepuoamyeckas neyatb, VIHTEpHET), cneayeT yKasaTb 3TOT MCTOYHUK
MHdoOpMauMn Mnu caenatb Ha HEro CChbIsIKY, ecnm Matepuan bl BaMmu nepepaboTtaH.

A\

s » PEKOMEHAYEM

«be3zonacHocTb B UHTepHeTe» — Kypc oT AkaaeMmumn flHAeKca

Kypc ans WwWKonbHMKOB 6—9 KnaccoB, HO OH ByAeT Nnose3eH N poauTeNnaM, a TakxKe yuuTensM,
NIAHUPYHOLUM paccKasbiBaTh B LWKOJIe 0 6€30MacHOM UCMOMb30BaHUN UHTEPHETA, HanpuMep,
BO BpeMs Bcepoccmitickoro ypoka no 6e30nacHOCTU B UHTEPHETE, AN NMPOBOAUTL YPOKMU
¢mHaHcoBOWM rpamMoTHOCTU. B Kypce Tpu pasaena. Kaxablii pasaen coCToOUT U3 KOHCMeKTa ans
CaMOCTOSITE/IbHOrO U3yYeHUsl, BUAEO-ypokKa W TecTa, NOMoratoLero yylle yCBOUTb
N3y4eHHbI MaTepuan. Mbl HaAeeMCsl, YTO KypC MOMOXET HOHbIM MOJIb30BaTENAM MHTEPHETA
He MonacTbCs Ha YA04YKY MOLUEHHWKOB.



https://stepik.org/%D0%91%D0%B5%D0%B7%D0%BE%D0%BF%D0%B0%D1%81%D0%BD%D0%BE%D1%81%D1%82%D1%8C-%D0%B2-%D0%B8%D0%BD%D1%82%D0%B5%D1%80%D0%BD%D0%B5%D1%82%D0%B5-191/
http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-and-teachers-detail.php?ID=3652
http://www.ligainternet.ru/encyclopedia-of-security/parents-and-teachers/parents-and-teachers-detail.php?ID=3652

JNlnra 6e3onacHoro NHTepHeTa: ypokn 6e3onacHoro MHTepHeTa. 34ecb Bbl HANAETE
pa3sHoobpasHble MaTepmanbl K ypokaM 6esonacHoro MIHTepHeTa.

3 http://www.saferunet.ru

Ha canite «LleHTp 6e30onacHoro nHrepHeta B Poccmn» nonesHas nHdopMaumsa ans
AeTeln, NOAPOCTKOB M B3pPOC/bIX.

. https://mBa.pcd/document/1910260

MHTepHeT-MolweHHuYecTBO. NamaTtka MB ansa rpa)kaaH.

o JInHna noMouwn «Jletu oHJaanH» — 6ecniiaTHag BCEPOCCUNCKanA
cnyx6a TenedoHHOro U OHJ1IaMH KOHCYJIbTUPOBAHUA OIS AETEN U B3POCAbIX

no npo6baeMmaMm 6e30MNacHOro UCnoJib30BaHUsA UHTEpHEeTa U MO6UJIbHOU CBA3MU.

o Fopsyasa Jiunua ®oHaa [lpykecTBEeHHbIN PyHeTt

o depgepanbHaa nporpaMMma 6e30nacHOro AETCKoro uHrepHera lForysab
o UHTepHeT n petn. CoBetbl N0 6€30NacHOCTU OT nNaboparopum
Kacnepckoro

o MpaBuna 6e3onacHon paboTbl B UHTEPHETE OT KoMnaHuu Microsoft

o Ponuku no 6e3onacHoOMy UCNoJZib30BaHUIO MHTEPHETAa OT KOMMNaHuM
Google



http://www.saferunet.ru/ruaoi/
https://мвд.рф/document/1910260
http://detionline.com/helpline/about
http://detionline.com/helpline/about
http://detionline.com/helpline/about
http://www.friendlyrunet.ru/
http://gogul.tv/
http://www.kaspersky.ru/keeping_children_safe
http://www.kaspersky.ru/keeping_children_safe
https://technet.microsoft.com/ru-ru/library/cc722487.aspx
http://www.youtube.com/watch?v=3Ap1rKr0RCE
http://www.youtube.com/watch?v=3Ap1rKr0RCE

