NHP®OPMALNOHHASA MAMSATKA JJIA OBYYAIOIIIUXCA 1A

PASMEINEHHUSA HA OPUIINAJIBHBIX UHTEPHET-PECYPCAX
(mpuoskerue Ne 2 k muceMy MunoOpHayku Poccun ot 14.05.2018 Ne 08-1184)

C KaxapIM TOJ0OM MOJIOJIC)KHA B MHTEPHETE CTAHOBUTHCS OOJIBINE, a IIKOJILHUKU
OJJHU W3 CaMbIX AaKTHUBHBIX IOJb30Baresie PyHera. Mexay TeMm, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3ZMOKHOCTEM, HHTEPHET HECET U MTPOOJIEMBI.

DTa maMsTKa J0KHA ITOMOYb TeOe 0€30MmacHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMIbroTEpHBINE BUPYC - 3TO Pa3HOBHUIHOCTb KOMIIBIOTEPHBIX IIPOTPaAMM,
OTJIMYUTEIBHON OCOOEHHOCTBIO KOTOPOU SIBJISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO.
B nonosiHeHHE K 3TOMy, BUPYChl MOTYT IOBPEIUTh WM MOJHOCTHE) YHUYTOXHUTh
Bce (haiiibl U JaHHBIE, TOJIKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOpPOro Obuia
3alyIIeHa 3apa)KEHHAs MporpaMMa, a TAKXKE MOBPEINUTh WIH AK€ YHHUUYTOKHUTH
ONEpPallMOHHYI0 CHCTEMY CO BceMHU (aiijamu B LEeJIOM. B OOJBIIMHCTBE CilydaeB
PaCIIPOCTPAHSIOTCS BUPYCHI U€PE3 UHTEPHET.

MeTOobI 3aIUTEI OT BPEAOHOCHBIX IPOrPAMME:

1. Mcnons3yii COBpEMEHHBIE ONEPALIUOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. [TlocrossHHO ycraHaBiMBail mnautu (UMQpPOBBIE 3aIIaTKH, KOTOpPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCS C LIEJIbIO0 JAOPaOOTKM MHPOrpaMMbl) U ApYyrue
OOHOBJIEHUSI CBOEH omepanuoHHON cuctembl. CkauumBall HX TOJBKO C
opurmanpHoro  caiita  paspaborunka OC. Ecmu  cymecTByeT — pexum
aBTOMATUYECKOT0 OOHOBJICHUS, BKIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEpE IIOJ IpaBaMH IOJIb30OBATENS, a HE
aJIMUHUCTpATOpa. ODTO HE IMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTrpamMm
MHCTAJUIMPOBATHCS HA TBOEM ITEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonb3yil  aHTUBHPYCHBIE IIPOTPaMMHBIE  MPOAYKTHI  HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub pU3NYECKU JOCTYI K KOMIBIOTEPY JJ1s1 HOCTOPOHHHUX JIMII;

6. Mcnonb3yii BHEITHUE HOCUTENH UH(OPMAIMK, TaKUe KaK (hiemiKa, JTUCK Uin
(aiin U3 uHTEpHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEpHbIE (HalIbl, TMOJYYEHHbIE M3 HEHAIECKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpHCIal TBOW 3HAKOMBIH. Jlydre yTounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 570 He BUJ mepenadr JaHHBIX, HE TEXHOJOIHs, a BCETO JIMIIbL OpEH/,
mapka. Eme B 1991 rony Humepmaniackas KOMMaHHUS 3aperHCTpUpoOBalia OpeH[
"WECA", urto o6o3navyasio cinoBocouertanue "Wireless Fidelity", xoTopsiii
MepeBOIUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Haiiero BpemMeHHU Joljia Jpyras ad0peBuarypa, KOTopas sSBISIETCS TaKOu
ke TexHojiorueil. Jto abbpematypa "Wi-Fi". Takoe Ha3BaHue OBLUIO JaHO C



HAMEKOM Ha CTaHIapT BbIclIed 3BykoBoil Texuuku Hi-Fi, yto B mepeBoxe
Oo3HaYaeT "BBICOKAsI TOUYHOCTH'.

Jla, OecruiaTHBIM MHTEPHET-AOCTYIl B Kade, OTeIIX M a’dponopTax SBISICTCS
OTJIMYHOM BO3MOXKHOCTBIO BBIXOJa B MHTEpHET. Ho MHOTHME SKCHepThl CUMTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBIsitoTcs 6€30macHbIMU.

CoBeTbl 10 0€301aCHOCTH Pa0OThI B 00IIeI0CTYHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JuuHyr0 HHpOpMaNmio depe3 ooOmenoctymabie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOAUTH MapoJiv JA0CTYIA, JIOTUHBI U KaKue-
TO HOMEPA;

2. HUcnonb3yil © OOHOBISAN aHTUBUPYCHBIE MpOrpaMMbl M OpaHaMayep. Tem
caMbIM ThbI 00€30Maculllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonbzoBanun Wi-Fi otkimtoun ¢pyskuuto "O0umii noctyn K ¢aiinam u
npuHTepam". JlanHas (GyHKUIMS 3aKpbiTa MO YMOJYAHUIO, OJHAKO HEKOTOpbIE
MOJIb30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHus B paboTe mwin yueoe;

4. He ucnone3yit myonuunsiii WI-FI s nepegaun mTu4HbIX TaHHBIX, HAIPUMEDP
JUIS1 BBIXOJIa B COLIMAJIBHBIE CETH WM B JIEKTPOHHYIO MTOYTY;

5. cnonw3yit TosibKO 3amuineHHoe coeaquuenue yepe3 HTTPS, a ue HTTP, T.¢.
npu Habope BeO-asipeca BBOAM UMEHHO "https://";

6. B moOunpHOM Tenedone orkimoun (ynkmuio "lloakmodenne k Wi-Fi
apTomatnuecku'". He nomyckall aBTOMATMYECKOTO TMOJKIIOYEHUS YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTH

CoumanbHble CETH aKTUBHO BXOJISAT B HAIIly KM3Hb, MHOTHE JIIOJIU pabOTaIOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUUIHAP] YETOBEK,
YTO SIBJISIETCA OJHOW CEIBMOM BCEX JKUTEJEHU IIAaHEThl. MHOTHE NOIB30BATENIA HE
MOHUMAIOT, YTO WH(POpMAIMs, pa3MEIIeHHass MU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJeHAa W WCIOJIb30BaHAa K€M YTOJHO, B TOM YHCJE HE 00s3aTENBbHO C
OJlaruMu HAMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTU B COIMMAIbHBIX CETSIX '

1. Orpanuyb criucok apy3ei. Y 1e0s B Apy3bsiX HE JOJKHO OBITh CTydyalHbIX U
HE3HAKOMBIX JIFOJICH;

2. 3amuinai cBOK 4acTHYIO ku3Hb. He yka3biBail mapomu, TenedoHsl, aapeca,
JaTy TBOETO POXICHUS U JPYrylo JUYHYH0 HHOOpMalMio. 3I0yMBIILICHHUKA
MOT'YT HCIOJIb30BaTh Jake WHQPOpPMAIMI0O O TOM, KaK Thl U TBOW POJUTEIU
MJIAaHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3amumail CBOIO pemyTaluio - JEPKH €€ B YUCTOTE M 3ajaBail cebe BOMPOC:
XOTeN OBl Thl, YTOOBI JPYyrve TOJIB30BATEIM BHJCIHM, YTO ThI 3arpy’kaeib?
[Toxymaii, mpesk/ie 4eM 4TO-TO OMyOJIUKOBATh, HAIMUCATH U 3aTPy3UTh;

4. Ecnu Thl TOBOpHIG C JIFOABMHU, KOTOPHIX HE 3HAEIIb, HE HCIOJB3YHl CBOE
peasbHOE MMS U JIPYTYIO JUYHYI0 WH(MOPMAIIMU: UMSI, MECTO >KUTEJIbCTBA, MECTO
yueObl U TIpoUee;

5. U36erait pasmemenust (ororpaduii B MHTEpHETE, TIE THI M300paXkeH Ha
MECTHOCTH, [0 KOTOPOU MOKHO OIPEAEIUTH TBOE MECTOIIOJIOKEHHE;




6. [Ipu peructparu B CONMAIBHON CETH HEOOXOIUMO MCTIOIH30BATh CIIOKHBIC
NapoJiv, COCTOSIIME U3 OYKB U IU(P U C KOJIMYECTBOM 3HAKOB HE MEHee &;

7. s conuanbHOU CETH, MOYTHl U IPYTUX CaTOB HEOOXOJUMO MCIOJIb30BaTh
pazHble maponu. Torjga ecid TeOs B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA MOJIy4atT
JOCTYII TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

JJIeKTPOHHBIE IeHbIH

DONEeKTpOHHBIE JEHBIM - 3TO OYE€Hb YAOOHBIA CHOCOO IUIATEXEH, OJHAKO
CYILIECTBYIOT MOUIEHHHUKHU, KOTOPHIE XOTAT MOJYYUTh ITH JCHBIU. DIEKTPOHHBIE
JIEHbI'M TOSIBWJIUCh COBCEM HEAABHO M HMMEHHO H3-3a A3TOIO0 BO MHOIHMX
rocyJiapcTBax /10 CHMX MOp HE MPOIMKCcaHO Mpo HUX B 3akoHaX. B Poccum ke oHn
GYHKIMOHUPYIOT W O HHUX YK€ NPOIMMCAHO B 3aKOHE, T/ WX pa3leisaioT Ha
HECKOJIbKO BUJIOB - aHOHUMHBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE
- 9TO T€, B KOTOPBIX pa3pelraeTcss MpOBOAUTH oOlepanuu 0e3 uAeHTHU(UKAIIH
MOJIb30BATENsl, a4 B HEAHOHUMHBIX UIACHTU(GUKAIUS TOJIH30BATENS SIBISETCA
oOs3aTenbHON. Takxke cieayer pa3audarh JIEKTPOHHbIE (PUATHBIE JEHBI'H (PaBHBI
rOCyJIapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHBIE JCHBI'M (HE paBHBI
rOCyapCTBEHHBIM BAIIIOTaM).

OcCHOBHBIE COBETHI 10 0€30MacHON paboTe C IEKTPOHHBIMU JIEHbraAMHU:

1. TlpuBsixu Kk cueTy MOOWIIbHBIN TeiaedoH. ITO caMblii yIOOHBIA U OBICTPHIN
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. lIpuBsi3aHHblld TenedoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonp3yii opHopa3zoBeie mnaponu. llocne mepexoma Ha YCHUIICHHYIO
aBTOpHU3aLMI0 TeOe yke He OyIeT yrpokaTh OMACHOCTh KpaXH WJIM IepexBaTa
IJIaTEKHOTO MapOJIs;

3. Boibepu crnoxubiii mapoinb. lIpectymHukam Oyaer HE MPOCTO yrajaaTh
CJIOKHBIN mapoiib. HagexHble mapoid - 3TO MapoJiv, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB W BKIIOYAIOT B CE€OS CTPOUYHBIE U TIPOIMHUCHBIE OYKBBI, HUPPHI H
HECKOJIbKO CMBOJIOB, TaKME KaK 3HAK JI0Juiapa, (pyHTa, BOCKIHMIIATEIbLHBINA 3HAK U
t.11. Harmpumep, $tROng!;

4. He BBOIM CBOU JIMYHBIC JAaHHBIC HA CaliTaX, KOTOPHIM HE JTOBEPSICIIIb.

JJIeKTPOHHASA M0YTA

DJIEKTPOHHAsl TOYTa - ATO TEXHOJOTHS W MNPEAOCTABIISIEMBIC €0 YCIYTH IO
MePEChUIKE U MOJYYCHUIO IJIEKTPOHHBIX COOOIEHUM, KOTOPHIE pacTpeIesIOTCs B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUAT
CJICAYIOIIMM 00pa3oM: UMsI_TOJIb30BaTeNsA(@uMs_JTIoMeHa. Takxke KpoMe nepenadu
MPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh TIepeiaBaTh (hauJibl.

OcHOBHBIE COBETHI IO 0€30MacHON PaboTe C IEKTPOHHOU IMOYTOM

1. Hayo BeIOpaTh paBUIILHBIN MOYTOBBIN CEPBUC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIIATHBIX TMOYTOBBIX CEPBUCOB, OJHAKO JYYIle JOBEPSITh TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTHUHTE;

2. He yka3wiBaii B nuuHOM mouTe JuuHylo uH(opmaruio. Hampumep, mydie
BbIOpaTh "My3bIKanbHbIN  (panat@" wim "pox2013" Bmecto "temal3";




3. Ucnonb3yil IBYXATAlHYI0 aBTOPU3AIMIO. DTO KOTJa MOMUMO MAPOJIs HYKHO
BBOJUTH KOJ, IPUChUIaeMbIid 10 SMS;

4. BoiOepu CHOXKHBIN maposib. [ Kaxa0ro mouToBOTO SIIIUKA JOJKEH ObITh
CBOM HAJICKHBII, YCTOMYUBBIN K B3JIOMY MapOJib;

5. Ecmm ectb BO3MOXHOCTH HalucaTb C€amMOMYy CBOM JIMYHBIA BOIIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Mcnosb3yil HECKOJIBKO MOYTOBBIX SITUKOB. [IepBbI /111 4aCTHOM MEPENUCKU
C aJpecaTtamMH, KOTOPBIM Thl JOBEpsSiClIb. IJTO 3JIEKTPOHHBIA aJpec HE HaJIo
WCITIOJIB30BATh TIPH PETUCTPAlUK Ha (hOpyMax U cailTax;

7. He otkpbiBail (aiiibl W Jpyrue BIOXKEHUA B MHCbMax, JaKe €CIM OHU
MPUILIA OT TBOWX Apy3el. Jlydine yTouHW y HUX, OTIPABIISIN JU OHU TeOE ITH
Gaitnbr;

8. I[Tocne okoHUaHust pabOTHI HA TOYTOBOM CEPBUCE MEPE 3aKPHITUEM BKIAJAKU
c caiToM He 3a0y1b HaKaTh Ha "BeriTu".

Kun0epOyuInHT WM BUPTYaJIbHOE U3/1€BATEJIbCTBO

KuOepOynuHr - npeciiejoBaHue COOOIEHUSIMH, COAEPKALIUMU OCKOPOICHHUS,
arpeccHio, 3alyruBaHue; XyJIUraHCTBO; COLIMAIbHOE OOMKOTUPOBAHHUE C IOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBHUCOB.

OCHOBHBbIE COBETHI 110 60pb0E ¢ KHOEPOYIITMHIOM:

1. He Opocaiica B 60ii. Jlydmmii cnoco0: mMOCOBETOBATHCS KaK ceOsl BECTH W,
€CJIM HET TOro, K KOMYy MOKHO OOpaTHThCS, TO BHadalle yCIOKOUTbCS. Eciu Thl
HaYyHEIIb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJEHUS, TO TOJIBKO elle OoJiblie
pa30AOKeIb KOH(IIHKT;

2. Ynpapisii cBoel kubeppemyTauuei;

3. AHOHMMHOCTbH B ceTh MHUMad. CylIecTBYIOT CIIOCOOBI BBIICHUTb, KTO CTOUT
32 AaHOHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIUTAaHCKWWA oOpa3 BUPTyallbHOW >XKu3HU. VHTEpHET
(buKCUpyeT BCE TBOM JEHUCTBHS W COXpaHSICT UX. YJAIUTh WX OyAeT KpaiHe
3aTPYJHUTEIIBHO;

5. Cobmroait CBOIO BUPTYAIIbHYIO Y€CTh CMOJIOJY;

6. WrHopupyi eauHuuHblii HeraTtuB. OmHOpPA30BbIE OCKOPOUTEIHHBIC
cooOIIeHusT Jydmie UrHopupoBaTb. OOBIUHO arpeccusi IpeKpaliaercs Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTH OJOKMPOBKM OTIPABKU COOOIIEHHH C
OTpPEIETICHHBIX a/IPECOB;

8. Ecnu ThI cBuaerens kubepOyiuHra. TBou NEWCTBUS: BBICTYNHUTH MPOTUB
npecieoBaTeNs, MokKa3aTb €My, YTO €ro ACHCTBUS OIICHUBAIOTCS HEraTHBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTHYECKasi IMOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuibHbIH TenedoH
CoBpemeHHbIe cMapT(OHBI M IUIAHIIETHI COJEPKaT B ceOe BIIOJHE B3POCIIbIi
GyHKIIMOHAT, W TEMepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMH



KoMmnbpioTepamu. OIHAKO, CPEACTB 3aLIUTHI JIJIsl TOJOOHBIX YCTPONUCTB MOKA OYEHBb
Mano. TecrmpoBaHMEe M TIOMCK YA3BUMOCTEM B HHMX IHPOUCXOIUT HE Tak
uHTeHcuBHO, Kak ans [IK, To ke camoe kacaercs MU MOOWJIBHBIX IMPHIJIOKEHUH.
CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAIM HACTOJIbHBIE
aHaJIOTH, OJHAKO paclIMpeHue (yHKIMOHAIa BIEYET 3a CO0OW OONbIIYIO
CJIOKHOCTh W MEHBIIYK 3allMUICHHOCTb. JlaJIeko HE BCe NPOU3BOAUTENIN
BBIIYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIUE KPUTHUUECKHUE YS3BUMOCTU JUIsI CBOMX
YCTPOWCTB.
OcHOBHBIE COBETHI JiJisl 0€30MacHOCTH MOOUIBHOTO TenedoHa:

Hudero He siBnsieTCs MO-HACTOALIEMY OECILIaTHBIM.

Bbyab octopoxen, Beab Korjna tede mpeangaraior OecryiaTHbIH KOHTEHT, B HEM
MOTYT OBITh CKPBITBI KAKHUE-TO IJIATHBIE YCIYTH;

Hymaii, npexxae yem otnpaButbh SMS, ¢oto niam Buaeo. Tol TOUHO 3HAENIb, T
OHHU OYJyT B KOHEYHOM UTOre?

HeoOxomuMo OOHOBIATH ONEPAllMOHHYIO CHUCTEMY TBOEro CMapTQoOHa;
Hcnonp3yilt aHTUBHPYCHBIE IPOTPAMMBI JUIsI MOOMJIBHBIX TeJIe()OHOB;

He 3arpyxaili nNpuiiO)KeHHMs OT HEM3BECTHOI'O HMCTOYHHKA, BEIb OHM MOTYT
COJIEPKaTh BPEIOHOCHOE ITPOrPaMMHOE 00ECTIEUEHHUE;

[locrne Toro kaxk Thl BbliiielIb € caiiTa, IZle€ BBOJAWI JIMUYHYIO MH(OpPMALHIO,
3aii/ii B HACTPOWKH Opay3epa u ynaiau COOKies;

[lepuonnuecku MpoBepsiii, KaKWe IUIATHBIE YCIYTM aKTUBHPOBAaHbI HA TBOEM
HoMmepe; JlaBail cBOl HOMEp MOOMJIBHOTO Telie(pOHA TONBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSEIb;

Bluetooth gomxeH ObITH BBIKIIIOUEH, KOrjJa Thl UM HE mosb3yelibes. He
3a0bIBail MHOTIa TPOBEPSTH 3TO.

Online urpsbi

CoBpeMEHHbIE OHJIAWH-UTPBI - 3TO KPACOYHbIE, 3aXBATHIBAIOIINE PA3BIICUCHNUS,
OOBEIUHAIOIINE COTHU THICAY YEJIOBEK MO BceMy Mupy. WUrpoku wuccnenyroor
JaHHBIA UM MUD, OOLIAIOTCSA APYT C JPYTOM, BBINOJHSIOT 3a/laHusl, CPAXKAIOTCS C
MOHCTPAMH M IOJYYaroT ONBIT. 3a YJOBOJIbCTBHE OHHU ILIATAT: MOKYIAKOT JHCK,
OIJIaYMBalOT a0OHEMEHT WM MPHOOpeTaroT Kakue-To onuuu. Bce 3tu cpencrsa
UAYT Ha TOJJEpXKaHUE WU pa3BUTHE WUIPbl, a TaKKe Ha caMmy Oe30MacHOCTH:
COBEPILEHCTBYIOTCSI CUCTEMbl aBTOPU3ALMH, BBIIYCKAIOTCS HOBBIE MaT4d
(uudpoBble 3amiIaTKU A MporpamMm), 3aKpbIBAIOTCS YA3BUMOCTU cepBepoB. B
MOJ00HBIX UTPAX CTOUT OMACATHCS HE CTOJBLKO CBOMX CONEPHUKOB, CKOJIBKO KPaXu
TBOETO MapoJis, HAa KOTOPOM OCHOBAaHA CUCTEMAa aBTOPU3ALIMU OOJIBIIMHCTBA UTP.

OCHOBHBIE COBETHI 10 0€30MACHOCTU TBOEIO UTPOBOTO AKKAYHTA!

1. Ecnu apyroit urpok Bener ceOs IJIOXO WM CO3JaeT Tebe HEeNmpUSITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;

2. Ioxanyiics aAMUHUCTPATOpPaM WIPbl Ha IJIOXOE IOBEJIEHUE 3TOr0 UIPOKA,
YKeJNaTeJIbHO IPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii muunyto uHdopMaIuio B mpodaiiie urpsi;

4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuImaabHbIC TATYH U MOJIBI,




6. Mcrionb3yil CII0KHBIE U Pa3HbIE MAPOJIH;
7. Jaxe BO BpeMs UTpbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka Thl Urpaelb,
TBOW KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT WM KPaka JUYHBIX JTaHHbIX

OOBIUHOM Kpakell IeHeT U JOKYMEHTOB CEroJIHS YK€ HUKOTO HE YJIUBHIIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUH 3JI0YMBIIUIICHHUKHA MEPEMECTUIIMCh B UHTEPHET,
U MPOAOJKAIOT 3aHUMAaThes "MoOuUMBIM" nenoM. Tak mosiBHiIach HOBasi yrposa:
MHTEPHET-MOLICHHUYECTBA WM (DHUIIUHT, TJIaBHAas I€Jb KOTOPOTO COCTOUT B
MOJy4YeHUU KOH(PUACHUIMATIBHBIX JAHHBIX MOJH30BaTENCH - JOTHHOB W MapOJICH.
Ha anrmmiickom si3pike phishing uuraercss xak ¢umumar (ot fishing - peiOHas
JIOBJISI, password - mapoib).

OCHOBHBIE COBETHI 10 00PHOE ¢ (HUITUHTOM

1. Crienu 3a cBouM akkayHTOM. Eciu Thl mojjo3peBaeliip, 4To TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JOKHUpOBaTh €€ U COOOIIUTh aJMUHHUCTpAaTOpam
pecypca 00 3TOM Kak MOKHO CKOpee;

2. Ucnonb3yii Ge3omnacHble BeO-CaliThl, B TOM YHCJIE, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnonw3yil cioxHBIE M pa3Hble Mapoiau. TakuMm oOpa3om, eciu TeOs
B3JIOMAlOT, TO 3JIOYMBIIUIEHHUKHA IOJIy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
poUIII0 B CETH, a HE KO BCEM;

4. Ecnu Te0s B3IOMaNH, TO HEOOXOAUMO MPEIYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE 100aBIEHBI y T€OS B JIPY3bsX, O TOM, YTO T€Os B3JIOMaJU U, BO3MOXKHO,
OT TBOETO UMEHH OyJIE€T PacChUIaThCA ClaM U CChUIKU Ha (PUIITMHTOBBIE CAMTHI;

5. YcranoBu HagexHbli naposas (PIN) Ha MOOMIIBHBIN TeneoH;

6. OTKJII0YM COXpaHEHUE Maposis B Opaysepe;

7. He otkpbiBaii (aitibl U apyrue BIOKEHHUS] B IMHUCHbMaxX, Ja)Xe €CIM OHHU
OPUILUIM OT TBOMX Jpy3ell. Jlydiie yTouHM y HMX, OTIPaBJsUIM JIU OHU TeOe 3Tu
(bab.

ndposas penyrauust

[udposas penyraius - 5T0 HETaTUBHAS WU MO3UTUBHAS MHGOPMAIIHS B CETH O
tebe. Kommpomerupyromias uHboOpMaiusi, pa3MelleHHass B HHTEPHETE, MOXET
CEpPhE3HBIM 00Pa30M OTPA3UTHCS HAa TBOCH peallbHON KU3HHU.

"udposas pemyrauus" - 3TO TBOH HMHIK, KOTOphIM (opmupyercs u3
uHpopmaiuu o TeOe B HHTEpHETE. TBOE MECTO KUTEIbCTBA, Y4eObl, TBOE
(bUHAHCOBOE TOJIOXKEHHE, OCOOCHHOCTH XapaKTepa M paccKa3bl O OJIM3KUX - BCE
ATO HAKAaIUIMBAETCS B CETH.

MHorre NOJIpPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJMKaluyd JUYHOU
uHdopmaruu B MHTEpHETE, HE MOHUMAasT BO3MOXKHBIX TMOCHenCTBHM. Thl maxe He
CMOJKEIIb JIOTaaThCs 0 TOM, 4TOo (hoTorpadus, pa3MemieHHas S5 JIeT Ha3aja, craja
MPUYMHON OTKa3a MPUHATH TeOs Ha pabory. KomMMeHTapuu, pa3merieHne TBOUX
dboTorpaduit u Apyrue NeUCTBUS MOTYT HE HCUE3HYTh JIaXKe MOCIIE TOTO, KaK Thl UX
ynanuiib. Thl HE 3Haellb, KTO COXpaHWJ 3Ty WH(OpMaIuio, momajga i OHa B
MOMCKOBBIE CHCTEMBl M COXPAaHWJIACH JIM OHA, a TJIABHOE: YTO MOIyMaloT O Tede



OKpY>KaloIllKe JII0JIM, KOTOpble HAaWAYT U YBUIAT 3T0. HaliTn undopmaruo MHOTO
JET CILyCTSI CMOJKET JIFOOOHM - KaKk M3 AOOpbIX MOOYXIEHUH, TaK U C HAMEPEHUEM
OPUYUHUTH BpeJ. DTO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETBHI 110 3alTUTE HU(POBON PENyTAINH !

1. Tlogymaii, mpexkae 4em 4To-TO IyOJMKOBaTh U NepenaBaTh y cedst B Oiore
WIM B COLMAIIBHOM CETH;

2. B Hactpoiikax npo¢uias yCTaHOBM OIpaHUYEHHUS Ha IPOCMOTP TBOETO
poIIs U €ro COACPIKUMOTO, CACIIal €ro TOJIBKO "/ist py3eit'”;

3. He pa3memiaif u He yka3bpiBail WH(pOpMaIKIO, KOTOpask MOXET KOTo-J1u0o
OCKOPOJISITh WJIH OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE  IIKOJbHUKH -  aKTUBHBIE  MOJIb30BaTeIM  LU(PPOBOTO
npoctpancTBa. OOHAKO JaleKo HE BCE 3HAIOT, 4YTO II0Jb30BAHWE MHOTMMU
BO3MOXKHOCTSIMM ~ IIMPpoBOro  mupa TpeOyer  coOMOAeHHs MpaB  Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh. TepMHH "HHTEIIEKTyalIbHasi COOCTBEHHOCTD"
OTHOCHUTCSl K pa3JIM4YHbIM TBOPEHUSIM YEJIOBEUYECKOTO yma, HauMHasg C HOBBIX
U300peTeHUI 1 3HaKOB, 0003HAYaIOIIMX COOCTBEHHOCTh HAa MPOAYKTHI U YCIYTH, U
3aKaH4YMBas KHUTamu, ¢oTorpapusiMd, KUHOPWIbBMAMHU U  MY3bIKaJIbHBIMU
IIPOU3BEACHUSMU.

ABTOpCKHE MpaBa - 3TO IpaBa HAa HHTEJUIEKTYyaJIbHYI0O COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKH, JIUTEPATYpbl U UCKYCCTBA. ABTOPCKHE ITpaBa BHICTYIAIOT B
KAueCTBE TapaHTHH TOTO, YTO HHTEIUIEKTYyaJIbHBIM/TBOPUECKUN TPy aBTOpa HE
OyJeT HampacHbIM, JacT €My CIpPaBEJIMBbIE BO3MOXHOCTH 3apaloTaTh Ha
pe3ynbTaTax CBOEro TPYJa, MOJYyUYUTh U3BECTHOCTh U MPU3HAHUE.

HukTto 6e3 pa3peleHus aBTopa He MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEICHUE,
pacnpocTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HCIOJIHATH, MOKA3bIBATH/UCIOIHATh B 3PUpPE WU
pasMmewars B IHTEpHETE.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOTO 00ECTIeUeHUsST MOXKET TPUBECTH
K MHOTUM PHUCKaM: OT IMOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, T/I€ YCTAHOBJIEHA HEJIETalIbHAs TporpaMma.

He crout Ttakxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaJbHBIE M OCCIUIATHBIC
IPOrpaMMbl, KOTOPbIE MO>KHO HAlTH B CETH.

O nopraJe

CeteBUUOK.p( - TBOM TJIaBHBIM COBETYHMK B CETU. 3/1€Ch Thl MOXEIlIb y3HATh O
0€30MacHOCTU B CETH TMOHSATHBIM U JOCTYMHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHYECKON CHUTyalliu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH ydacTuE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPakKIaHUHOM !






